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whoami : Julian Dunning

e Offensive Security
e Co-founded Truffle Security
o TruffleHog - open source secrets scanning
e Statistical based password cracking
o HobOrules: hob064, d3adhob0
e Forbes 30 under 30
e Founder of GameHacking.GG

o New GameHacking DEFCON village
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Hacking?
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Fastest time to
complete

&= (2017) 22m 58s

15\ (1991) 1m 285 (1996) 6m 155
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Newer == Complicated == Exploitable

(2011) 7m 1s )| . (2017) 22m 58s

T/) (1991) 1m 28s (1996) 6m 15s
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Game Logic
Exploitation Examples

ofﬂ‘

To do this, run down the stairs, long jump, then tap A rapidly and
hold the control stick backwards.
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SHADOW BOXING:

1. Box glitch 2. “Betray” your ally 3. Coffin your ally in box

4. Light box on fire 6. Profit?
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Is this more than fun and games?

\

WHERE'S>\MYiMONEY ...
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These bugs in Multiplayer games?




Modding
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Modding

Add features you
want:

e Quality of Life
e |ocalization
e Replace all models

e Arachnophobia?
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Modding

Extend the game:

e Make your own DLC
e Add new levels,
enemies, etc.

e Shoot car from pistol? -
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Modding

Make new games:

e Counter Strike = Half life mod
e DOTA = Warcraft mod
e DOTA -> League of Legends
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Modding
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Fortnight = ArmA3 mod Players Unknown Battlegrounds
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Modding

*THESE ARE THE MOST POPULAR
GAMES IN THE WORLD*

STEAMCHARTS an ongoing analysis of Steam's concurrent players.

Top Games Next page
Current
Name
HEVE S
1. Counter-Strike 2 1,382,545
2. Dota 2 602,140

3. PUBG: BATTLEGROUNDS 484 571
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Logic
Bugs -> Active Exploits
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Memory Hacking

In order to get this box you need to just keep hitting it, so lets see
what happens when I do that.
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Memory Hacking

File Edit Table D3D Mono Help

E| 0000653C-GameHackingGG

Found:2,468
Address Value First New Scan Next Scan Undo Scan
025F7810 100.0000076 100.0000076 100.0000076 |
025F7814 100.0000076 100.0000076 100.0000076 it
025F7818 100.0000076 100.0000076 100.0000076 ‘100
025F781C 100.0000076 100.0000076 100.0000076 Scan TypelExactVaIue v‘ B Lua formula
02720D10 100.0000076 100.0000076 100.0000076 = B Not
02720D14 100.0000076 R 100.0000076 100.0000076 Value Type Fic
02720D18 100.0000076 100.0000076 100.0000076 Il Compare to first scan @ Rounded (default)
02720D1C 100.0000076 100.0000076 100.0000076 Memmoly.Sen Options O Rounded (extreme)
02721810 100.0000076 100.0000076 100.0000076 @ Truncated
02721814 100.0000076 100.0000076 100.0000076 - [l Simple values only
02721818 100.0000076 100.0000076 100.0000076 800 5000 4 s
02721B1C 100.0000076 100.0000076 100.0000076 § O7EEEEEEEEEEE
M Enable Speedhack
02722290 100.0000076 100.0000076 100.0000076 = ]
02722294 100.0000076 100.0000076 100.0000076 O
02722298 100.0000076 100.0000076 100.0000076 =
0272229¢ 100.0000076 100.0000076 100.0000076 ®
02722210 100.0000076 100.0000076 100.0000076 =
02722314 100.0000076 100.0000076 100.0000076 ®
02722318 100.0000076 100.0000076 100.0000076 [ |
Memory View Add Address N
ActivelDescription IAddress Type Value
/Advanced Options| Table Extras|
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Memory Hackin

e Low barrier to entry
e Quick time to value

e Implications for non-games
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Menu
Target Selector
Sida's Auto Carry,
Activator
DekiandAIO: Viktor
VPrediction
Evadece

(16) DeklandAlO: Viktor
Target Selector Settings
Prediction Seftings
Keys Settings
Skill Settings
Farm Settings
Orbialk Settings.

On Dash Settings.
ltems Settings
Summoner Spells
Draw Settings
DekiandAIO Version:

Mise
5 MMM ans Hanagement

kil Settings
a skl

Use Harass on
Use kil Steal on
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Use farass |
Use kit Steal|
Use Spacebai,
R Sl
Use Spacebar \
Setings
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nline Defense??

Sida's Ao Carry: Reborn
o mode sctive
Sl Farm

Z0/0/0 44 > 0536

Fesian

Priority Order

3 Dashes & Blinks
4[Blook .
5 Jump toally

& Ward Jump

7 Jump 0 enemy

0] Speca Bufts
11| Ghost

12 Turn Around.

Drag and Drop
these buttons
to change the order

Server Authoritativeness
Logical / malicious checks

Check for “cheat” programs
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Reverse Engineering

e Know how things work!
e Critical skill for all things security
e |It’'s fun interactable puzzle

e (It’s legal)
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“Reverse Engineering”

mbly-CSharp (msi
private void Beginiackamole()

I Unity: Decompile DLLs
‘ — ILSpy / Dotpeek

Mole()s

n (object) new Wai awnInterval);
b g HealthText
b g KillFloor
by

void Spawniole()

Object.Instantiat: . sunPoints[Random.Range (0, thi

48 LazerTurret

bject) gameObject, 3f);
b g LazerTurretRace

private void OnTri
if (lother.CompareTag("Play

erHealth = other.GetComponen:

b G Timert
> G UiAmmo
» 8 UnitySources
5 Qg wackarmle
> 48 Weaponitem

b O EpicToonFX

b O ETFXPEL

‘ BB MonoBleedingEdge File folder
- B Plugins 3/18/2025 10:38 AM File folder
BB Stacklands_Data 3/17/2025 8:50 AM File folder
R D Mt @ UserData 3/18/2025 10:42 AM File folder
BB UserlLibs 3/18/2025 10:43 AM File folder
a3 imgui Configuration sett... 1KB
his Starccoroutine == < Application 651 KB
e | ® UnityCrashHandlers4 Application 1,089 KB
B UnityPlayer.dll Application extens... 29,987 KB

B version.dil 3/18/2025 10:38 AM Application extens... 10,460 KB
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Reverse Engineering

e Hidden Levels?

e Unused code/ assets
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Reverse Engineering

’ ’ 00 and Visual Language |

disQUALLY '¥

| Java ‘ Cee l} Pascal
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High-Level Language

Assembly Language

Machine Language

Hardware
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Anti-Cheat?
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Anti-Cheat

e Similar attack and defense as Malware and Anti-Virus
e External cheats
e Internal cheats

- o .",‘.'L'_‘ -
e Kernel level cheats A

‘v‘

e Hardware cheats \
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Ring 1

Ring 0

Kernel

Device Drivers

Device Drivers

Applications
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Riot Games Offers 100k Bounty to
Hackers

Riot Games is offering bounties of up to $100,000 to hackers who can crack its
Vanguard anti-cheat. Here's what we know.

Gabby DeSena | Nov 27, 2024

CHEATER DETECTED

MATCH TERMINATED

A CHEATER HAS BEEN PUNISHED AND YOUR GAME HAS BEEN CANCELLED, NO WIN OR LOSS HAS BEEN CREDITED FOR ANY PLAYERS,
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Kernel Anti-Cheat Problems

e Trust the developer?

e Self-sign your own cheat driver
e Abuse vulnerable signed drivers
e Mouse and keyboard drivers

e Live Apex professional tournament
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Game Hacking Village
DEFCON 33

e Hacker Vs. Hacker Olympics

e Minecraft Coding Puzzles

e Advanced Modding Workshop
e Mobile Game Hacking

e Game Hacking 101 Intro Game

e Gaming Bug Bounty Challenge

HrAaLL. ©

Rank
[ ]

FRAaME

Score

Hame
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Learn the basics by playing

Intro to Game Hacking: DEFCON 32

e Free to download/play @

‘a John Hammond &

https://jh.live/vanta || Prove your security compliance witl

gamehacking.gg

e e Or watch the YouTube Videos

74K views - 7 months ago

Eﬁ‘i @ John Hammond @
: Learn Cybersecurity - Name Your Price Training with Johr

]

Hacking ALL Levels in this Game!

52K views + 7 months ago

@ John Hammond @

hitps:/jh.live/vanta || Prove your security compliance witl

)
oot e 4336
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Game Hacking @ DEFCON

e True easy mode

UnityExplorer 4.3.5 Object Explorer Inspector  C# Console  Hooks Log Options Time: 1.00 ||
Object Explorer = Inspector Close All | —
. S th 2 W “(Hold) + Msssns Espirer Object Search (GiTowerTwin_Body
ee e Wiatrix R . =
- SomH GameObject TowerTwin_Body Y
B (Hold) + [ H ActiveSelf tic  Instance ID: 13562 Tag: Untagged Instantiate Destroy ) |
A M 10/ Suea, Rocy Show in Explorer Scane:  SolarSystem Layer:  Default ¥ Flags: None v ]
e Unity Explorer + = = /
B 5] WhiteHole_Body Local Positon: 865.1796 27.074260.71 X v z
M (19] Comet_Body Rotation: 0 105.6557 0 X 2 z
M (3] NomaiProbe_Body Scale: 111 X Y. z i
M (5] HearthianMapSatelite_Body
M (9] Statuelsiand_Body
Melon Loader e
M (6] ConstructionYardisland_Body Children Components
M (3] DB_PioneerDimension_Body Eneva name ESGISHIEY Enter a Component type. Add Comp
M (2] SS_Debris_Body B (4] Volumes_TowerTwin UnityEngine.Transform
B (4] DB_HubDimension_Body M (4] SandSphere_Draining I AstroObject X
X B (2] DB_ExitOniyDimension_Body B (2] Atmosphere_TowerTwin UnityEngine. Rigidbody X
m . O W B (12] Moon_Body B AmblentLight_TowerTwin I OWRigidbody X
M (10] TowerTwin_Body M (13) Sector_TowerTwin I InitiaiMotion X
Installer v3.0.7 I (12] VolcanicMoon_Body M Orbitiine_TowerTwin MapMarker x
” U M (4] CannonBarrel_Body M SupernovaEffectController_TT W ProxyShadowCasterSuperGroup x
M (3] QuantumMoon_Body W Shocklayer_TT Il CenterOfTheUniverseOffsetApplier X
-4 W (25] TimberHearth_Body M TT_TIME_LOOP_DEVICE W KinematicRigidbody X
I [11) GiantsDeep_Body W [2) Spawns
M (3] Quantumisiand_Body o
Scene Loader
eionLoaaer e
= <
SIS [Select a scene] v —
- Load (Single) Load (Addtive) # AUTOP.
Automated Manual Zip Settings o 7 Loaded modern bundle for Unity 2019.4.27F1
4 Creating UL...
j Finished core setup, waiting for UI setup... Ly
Unity Game: | SELECT | |Please Select your Unity Game... [z T PEo b 8
Clear OpenlogFile Log Unity Debug?

Game Arch: - [W] Auto-Detect
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Game Hacking @ DEFCON . _ i ¥ LGt

[G] chest-top [R] Loot "chest" [RIMMLoofTableGameObjectS( [R] MMLootTableGameObject
[G] chest
MoreMountains. Tools.MMLootTableGameObject Copy to Clipboard
Assembly: MoreMountains.Tools.dll View in dnSpy
°® “Gotcha” lotter haCk Filter names: Update displayed values Auto-update
y Scope: All Instance Static Property Field Method [l Constructor
GameOniects. maxmumWolghiSoFar foat 30101 hoply 5 o
MMLootTable<MMLootGameObject, GameObject>._weightsComputed E True Apply Copy Paste
MMLootTable<MMLootGameObject, GameObject>.ObjectsToLoo! Inspect [6] System.Collections.Generic.List<MMLootGameObject> Copy Paste
[6] List<MMLootGameObject>
0: Inspect MoreMountains.Tools.MMLootGameObject Copy Paste
1: Inspect MoreMountains.Tools.MMLootGameObject Copy Paste
2: Inspect MoreMountains.Tools.MMLootGameObject Copy Paste
3: Inspect MoreMountains.Tools.MMLootGameObject Copy Paste
4: Inspect MoreMountains.Tools.MMLootGameObject Copy Paste
5: Inspect MoreMountains.Tools.MMLootGameObject Copy Paste
m MMLoofTable<MMLootGameObject, GameObject>.WeightsTotal float 30101 Apply Copy Paste

Evaluate
MMLootTableGameObject.MMLootTableGameObject()
Not yet evaluated (MoreMountains. Tools.MMLootTableGameObject)
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OpSec Challenges

Randomly rotate invisible cube
Hash rotation vector (X, Y, Z2)
Use that hash as encryption key

Good enough? -


https://h114mx001.netlify.app/posts/gamehacking-ctf-defcon-32/

THANK YOU

Contact:
Website: GameHacking.GG

Discord: See website (JOIN US)


mailto:Julian@gamehacking.gg

